HNupopmannoHHas namMaTKa
U1 pa3MeleHust Ha opuunaabHbIX UHTEepHeT-pecypcax

C xaXJbpIM ToZIOM MOJIOZIC)KH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a MIKOJbHUKH OJHHU U3 CaMbIX
aKTUBHBIX ITOJIb30Barenel Pynera. Mexay TeM, IOMMMO OIPOMHOIO KOJIMYECTBA BO3ZMOKHOCTEH,
UHTEpHET HeceT U npolieMbl. DTa MaMsTKa JOHKHA ITOMOYb TeOe 0€301MacHO HaXOUThCS B CETH.
KomnbrorepHbie BUPYCHI

KommnbroTepHblii BUpPYC — 3TO pPa3sHOBUJIHOCTb KOMIIBIOTEPHBIX IPOrpaMM, OTJIMYUTEIbLHOU
0COOCHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTH K PAa3MHOKCHHIO.

B nomnonHeHne K 3TOMY, BUPYChl MOTYT HOBPEIUTh WU MOJHOCTBIO YHUUTOXKUTH BCe (hailiibl u
JTaHHbIE, TOJKOHTPOJIbHBIE MOJIb30BATEN0, OT MMEHU KOTOPOro Obula 3alyllleHa 3apak€HHas
IporpaMma, a TaK)K€ MOBPEAMTHh WIHM JaXE YHUUTOXKUTh OINEPALMOHHYIO CHCTEMY CO BCEMU
¢aitnamu B 11es10M. B OONIBIIMHCTBE CIy4aeB paclpoCTPAHAIOTCS BUPYChl Yepe3 HHTEPHET.

MeTobl 3aIIUTHI OT BPEJOHOCHBIX IIPOrpaMM:

1. Hcnonp3yil COBpEMEHHBIE OIEPALIMOHHBIE CHUCTEMbI, MMEIONIUE CEPHbE3HBIN YPOBEHBb
3alllUThl OT BPEAOHOCHBIX IPOTpamm;

2. TloctosHHO ycTaHaBnWMBail mauTd (IUQPOBBIC 3aIJIaTKHA, KOTOPHIC aBTOMATHYECKHU
YCTaHABJIMBAIOTCS C II€NbI0 JOpaOOTKM MpOrpamMMbl) U Jpyrue OOHOBJICHHS CBOECH
ornepanroHHOM cuctembl. CKauMBail UX TOJNBKO € Oo(UIMANBHOrO caifTa pazpaboTdyuka
OC. Ecnu cymiecTByeT peKUM aBTOMaTHUE€CKOTO OOHOBIICHHUS, BKITFOUH €T0;

3. Pabotaiif Ha cBOeM KOMIBbIOTEpE MO MpaBaMH IOJIb30BaTENs, a HE aAMHUHUCTPATOPa. DTO
HE TM03BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MMPOrpaMM HMHCTAJUIMPOBATHCA Ha TBOEM
NIEPCOHAIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBUPYCHBIE MPOrpaMMHBIE MPOMYKThI HU3BECTHBIX MPOU3BOAUTENIEH, C

aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

Orpanuyb QU3NYECKUI JOCTYI K KOMITBIOTEPY JJI MOCTOPOHHUX JIUIL;

6. Hcnonb3yil BHeUIHME HOCUTENW MH(OpMAIMM, Takue Kak (Iielika, AUCK Win Qailn u3
WHTEPHETA, TOIBKO U3 MPOBEPEHHBIX NCTOUYHUKOB;

7. He oTkpbIBail KOMIBIOTEpHBIE (DANIBI, TOTyYCHHbIE U3 HEHAEKHBIX HCTOYHUKOB. Jlaxe
Te (haiisbl, KOTOPBIC MPHUCITAJ TBOM 3HAKOMBIN. Jlydlle yTo4yHU y HEro, OTIPAaBIISI JIU OH
Tebe ux.
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Cern WI-FI

Wi-Fi - 3T0 He BUJ Tiepeauu JaHHBIX, He TEXHOJIOTHSI, a BCETO JUIIb Oper, Mapka. Eme B 1991
Trofy HHJAEpIaHACKas KommnaHus 3apeructpupoBana Openn «WECA», dro o0o3Haudaso
cioBocouetanue «WirelessFidelity», KoTopblil mepeBoIuTCs Kak «OecrpoBOJHASI TOYHOCTH.

Jlo Hammero BpeMeHHU JoluIa JIpyras ab0peBuarypa, KOTopas sSBISCTCS TaKOW )K€ TEXHOJIOTHEH.
Orto abbpeBuarypa «Wi-Fi». Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAAPT BBHICIIUN
3BYKOBOM TexHUKH Hi-Fi, 4T0 B mepeBojie 03Ha4aeT «BBICOKAsK TOYHOCTHY.

Jla, OecrulaTHBIM HMHTEpPHET-IOCTYN B Kade, OTEIsIX M a’dponoprax sBISETCS OTIUYHOU
BO3MOXKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOI'HME 3KCIepThl CUUTAIOT, YTO o0mmeaocTynHble Wi-Fi
CEeTH He SIBIISAIOTCS 0€30MaCHBIMHU.

Cogertsl 110 Oe30macHOCTH paboTe B 00IIENOCTYNHBIX ceTax Wi-fi:
1. He mepenasaii cBoto muuHyto wHpopManuio yepes obmenocrymasie Wi-Fi cetu. Paboras

B HUX, )KEJIATEJIbHO HE BBOAUTH IIAPOJIA JOCTYIIA, JOTUHBI U KaKHE-TO HOMEPA,
2. Hcnonp3yit 1 OOHOBISH AaHTUBUPYCHBIE NpOrpamMMbl U OpaHaMayep. TeM camMbIM TbI



obe3omacuib cedst OT 3aKauKH BUPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnoms3oBanmu Wi-Fi otkmioun ¢ynkmuio «O0mmit goctyn k dainam u
npuaTepam». JlanHas QyHKOHMS 3aKphiTa [0 YMOJNYAHUIO, OJHAKO HEKOTOPHIE
MOJIB30BATENIN aKTUBUPYIOT €€ I y00CTBa UCIIOIB30BaHUs B paboTe Uin yueoe;

4. He ucnons3yit myonuuasid WI-FI 11t mepegaun MTUYHBIX TaHHBIX, HATPUMED IJI BBIXOJA
B COLIMAJIbHBIE CETU WX B DJIEKTPOHHYIO TIOYUTY;

5. Hnonp3y# Tonpko 3anmimenHoe coenqunenue yepe3 HTTPS, a ue HTTP, T.e. nmpu Habope
BeO-aapeca BBOIU UMEHHO «https://»;

6. B moOunbHOM Tenedone orximtoun ¢pynkuuio «llogkmouenne k Wi-Fi aBromaruuecku».
He momyckaii aBToMarnyeckoro MOAKIIOUEHHUs ycTpoucTBa kK ceTsim Wi-Fi 6e3 TBoero
cornacusi.

ConuaJjbHbIe CeTH

CoruanbHble CETH AKTUBHO BXOIST B HAIy KW3Hb, MHOTHE JIIOAM PAOOTAOT W JKHUBYT TaMm
MOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIULTAAPA YETOBEK, YTO SIBISETCS OMHOU
CeIbMOMU BCEX KUTEJIEN IIJIaHETHI.

MHorue monp30BaTeld HE MOHHMAIOT, YTO HMH(OpMamus, pa3MelleHHass UMU B COLMAIbHBIX
CCTAX, MOXCT 6I>ITB Haﬁz[eHa U HUCIIOJIb30BaHa KEM YIroJHO, B TOM YHCJIC HC OGH?)&TGHBHO C
OJlaruMu HaMEPEHHUSIMH.

OCHOBHBIE COBETHI IO 0E€30IIACHOCTH B COLIMAIBHBIX CETAX:

1. Orpannub COUCOK Jpy3eil. Y TeOs B ApY3bsIX HE JOKHO OBITh CIYYalHBIX H
HE3HAKOMBIX JTIOJIEH;

2. 3ammimnai cBOIO YacTHYIO Ku3Hb. He ykasbiBaii maponu, TenedoHsl, ajapeca, 1aTy TBOETO
POXACHUS U APYrylo JUYHYI0 HH(OpMannio. 3IO0YMBIIUIEHHUKH MOTYT HCHOJb30BaTh
Jake MH(OpPMAIIMIO O TOM, KaK Thl U TBOU POIUTENH IJIAHUPYETE IPOBECTH KAaHUKYIIbI,

3. 3amumai CBOIO peryTaIuIo - IePKHU €€ B YUCTOTE M 3a7aBail ce0e BOIPOC: XOTeI ObI ThI,
YTOOBI APYyrue MOIb30BaTeIN BUACTH, UTO ThI 3arpyxaenb? [logymaii, mpexae yeM yTo-
TO ONyOJIMKOBATh, HAMKUCATh U 3aTPY3UTh;

4. Ecau Tbl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE peaJbHOE UM U
JIPYTYIO JTMYHYIO HHPOPMAILIMK: UMsI, MECTO KUTEJIbCTBA, MECTO yueObl U MpoYee;

5. MW36eraii pazmemenus ¢ororpaduii B IHTEepHETE, T THI N300paXKEH HA MECTHOCTH, I10
KOTOPOW MO>KHO ONPEIEIUTh TBOE MECTOIIOIOKEHUE;

6. Ilpu perucrpanuu B COIHMAIBHONW CETH HEOOXOIUMO MCIOIB30BATH CIOXKHBIE MAPOJIH,
cocTosmre u3 OykB U 1TU(dp ¥ C KOJTUISCTBOM 3HAKOB HE MEHee §;

7. Jnas cOIManbHOW CETH, MOYTHl M APYTUX CAaHTOB HEOOXOAMMO HCIOJIB30BaTh pa3HbIE
naponu. Torma ecnu TeOsl B3IOMAIOT, TO 3JOYMBIIUICHHUKH MOIXYy4aT JOCTYN TOJBKO K
OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE IeHbI'H

DONEeKTpOHHBIE JCHBIM — O3TO OYEHb YIAOOHBIM CIMOCOO IIIaTexel, OAHAKO CYIIECTBYIOT
MOIIICHHHUKU, KOTOpBI@ XOTAT HOJIy‘-II/ITb OTU NCHBI'U.

DONEeKTPOHHBIE JEHBI'M TMOSBUIUCH COBCEM HEJABHO M HMEHHO H3-32 3TOrO0 BO MHOTHMX
rocyaapcTBax 0 CUX MOpP HE MPOIMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (PyHKIIMOHHPYIOT U O HUX yXK€ MPOMHUCAHO B 3aKOHE, INIe UX Pa3IelsioT Ha
HECKOJIbKO BHJIOB — aHOHMMHBIC M HE aHOHUMHBIC. Pa3HHMIIa B TOM, 4TO aHOHMMHBIE - JTO T€, B
KOTOPBIX pa3pemaercs MPOBOIUTH oONepauuu 0e3 WACHTU(PHUKAIMK IOJb30BaTeNsd, a B HE
QHOHUMHBIX UACHTU(QUKALNS [10JIb30BATENS ABIAETCS 003aTeIbHOM.



Takoxe ciemyer pa3nu4aTh ANEKTPOHHBIC (PUATHBIC IEHBIU (PaBHBI FOCYIAPCTBEHHBIM BaJIOTaM)
Y DIIGKTPOHHBIE He(HaTHBIC IEHbIU (HE paBHBI TOCYIAPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI 110 6€3011acCHOM paboTe C AMEKTPOHHBIMU JICHbraMHU:

1. TlpuBsku K cueTy MOOWJIBHBIN TenedoH. DTO camblii ymOOHBIM M OBICTPBIM CHOCOO
BOCCTAHOBHTB JIOCTYI K cueTy. [IpuBsizaHHbId TeneOH MOMOXKET, eciin 3a0yaenib CBOM
TIJIATEKHBIN MTapOoJib WIIM 3aiJICIIb Ha CAalT C HE3HAKOMOTI'O YCTPOMCTBA;

2. HUcnonw3yit onHopa3oBble maponu. [locne mepexona Ha YCHJICHHYIO aBTOPH3AIMIO TeOe
y’e He OyZeT yrpoxarb OlacHOCTb KPaXKH MJIM NepexBaTa IJIaTeXHOT0 Mapois;

3. BreiOepu crnoxubiit maposs. [IpectynmHukam OyaeT He MpOCTO yrajaTh CIOXKHBIM Mapoib.
HanesxHble mapoiay — 3TO Napoy, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB U BKIIIOYAIOT B
ceOsi cTpOUHBbIe M MPONMHCHBIE OYKBBI, U(PPHI U HECKOJIBKO CHMBOJIOB, TAaKHE KaK 3HAK
noJutapa, pyHTa, BOCKIUIATEIbHBIN 3HAK U T.11. Hampumep, $tROng!;;

4. He BBOAM CBOU JIMUHBIE JaHHBIE HA CAWTax, KOTOPBIM HE JOBEPSELIb.

JJIeKTPOHHAS MOYTA

ONeKTpOHHas MoYTa — 3TO TEXHOIOTHSA U INPENOCTABISEMBbIE €10 YCIYTd MO MEpPEChUIKE U
MOJTYYEHUIO AIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIPEACISIIOTCS B KOMIIBIOTEPHON CETH.

OO6bIuHO AIIEKTPOHHBIN MTOYTOBBIN SIIIUK BBITJISIUT CIEAYIOIIUM obpazom:
UMs_TIOJIb30BATENA(@UMS_TOMEHA.

Takoke KpoMme nepe1adun MpOCTOTo TEKCTa, UMEETCsl BO3MOKHOCTD NepeaBarh (hailibl.

OCHOBHBIE COBETHI 110 6€30MaCHON PadoTe C AMEKTPOHHOU MOYTOM:

1. Hamo BeIOpaTh mpaBUJIBHBIN MOYTOBBIN cepBUC. B mHTEepHETE ecTh OrpOMHBIN BHIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OIHAKO JIyYIlle TOBEPATh TeM, KOTO 3HAellb U KTO
MEPBbIA B PEUTHHTE;

2. He yxka3piBall B JMYHOW MOYTe JUYHYyI0 HHpopMarmio. Hampumep, mydmie BbIOparh
«MY3BIKaTBHBIA _(haraT@» nmm «pok2013» BMecTo «Temal3»;

3. Hcnonb3y# AByXATalHYO aBTOPU3ALINIO. DTO KO IOMUMO NapoJis HY’)KHO BBOJUTH KO,
npuchUIaeMbIi 1o SMS;

4. BoiOepu CHOXHBIA Mapoib. J[Is Kakaoro IMOYTOBOTO SIIMKA JIOMKEH OBITH CBOM
HaJIC’KHbIN, YCTOMYMBBIN K B3JIOMY TIapOJib;

5. Ecin ectb BO3MOXKHOCTH HAIlMCAaTh CaMOMY CBOW JIMYHBIM BOIIPOC, MCIOIB3YH 3Ty
BO3MO>XHOCTb;

6. Hcronb3yll HECKOJBKO TIOYTOBBIX SILIMKOB. IlepBbI [UIsl 4YacTHOM HEpPENUCKH C
azpecaramu, KOTOPbIM Thl JOBEpSCIIb. JDTO AEKTPOHHBINA apec HE HAJ0 MCIOJb30BATh
IIPU perucTpanyu Ha (opyMax u caiTax;

7. He oTkpbiBaii Gaiiiabsl U APyrue BIOKEHUS B MUChMaxX Ja)Ke €CJIM OHU MPUIILIU OT TBOMX
npy3eit. Jlyunie yTouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (Haiibl;

8. Tlocne okoHuaHus paOOTHI HA TIOYTOBOM CEPBHUCE MEpe] 3aKPHITHEM BKIJIAJIKH C CATOM HE
3a0ynb HaXarh Ha «BBIATHY.

KuOepOy/uiuHT WM BUPTYyaJIbHOE U31€BATEIbCTBO

KubepOymuHr — mpeciieoBaHue COOOIIECHUSMH, COICPKAIIMMHU OCKOPOJICHHS, arpecculo,
3allyTUBAHUC, XYJIMTAHCTBO, COLMAJIBHOC 60ﬁKOTHpOBaHHC C NMOMOLIBIO Pa3JIMYHBIX MHTCPHCT-
CEpPBHUCOB.

OcHOBHBIE COBETHI IO 6OPHOE ¢ KNOEPOYIITHHIOM:



1. He 6pocaiics B 60ii. JIlyummuii crmoco6: TOCOBETOBATLCS KakK ceOsi BECTH M, €CIIA HET TOTO,
K KOMY MOXXHO OOpaTuThCs, TO BHa4alle YCIOKOMThCS. Eciau Thl HauHellb OTBEYATh
OCKOpOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle OOJbIe pa3oiOKeIlb KOH(IHKT;

2. VYmpammusii cBoeit kubeppernyTaiuei;

3. AHoHuUMHOCTh B ceTH MHHUMasg. CyIIecTBYIOT CIOCOOBI BBIACHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyIUTaHCKHN 00pa3 BUPTyanbHOH ku3HU. VHTepHET (uKcupyer Bce

TBOU JICHCTBUS U COXpaAHSCT UX. YIAINTh UX OyJeT KpailHe 3aTPyIHHUTEIIBHO;

Cobumronaii cBOW BUPTYaIbHYIO Y€CTh CMOJIONY;

6. UrHopupyii enuHWYHBIA HeratuB. OQHOpPA30BBIE OCKOPOMTEIBHBIC COOOIICHUS JIy4Ile
urnopupoBarb. OOBIYHO arpeccus NpeKkpamaeTcs Ha Ha4aaIbHON CTa I,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMH, B COITMATIBHBIX
CETAX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIPABKU COOOIIECHUI C ONpeIeIeHHBIX apecoB;

8. Ecmu TBI cBumerens kuOepOymauHTa. TBOM  JIEHCTBHS:  BBICTYNHUTH  MPOTHB
IpeciieoBaTels, 0Ka3aTh €MY, UTO €r0 JEHCTBHS OLIEHUBAIOTCS HETaTUBHO, MOAIEPKATh
KEPTBY, KOTOPOH HYKHA ICUXOJIOTUYECKasi MOMOIb, COOOUIUTH B3POCIBIM O (akKTe
arpecCUBHOIO IOBEACHUS B CETH.
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MooOuabHbliii TesegoH

CoBpemeHHbIE cMapTHOHBI U IJIAHIIETHI COAEpKaT B ce0e BIOIHE B3pOCIbIA (YHKIMOHAM, U
TElepb OHU MOTYT KOHKYpPHpPOBaTb CO CTallMOHAPHBIMH KoMIibioTepamu. OIHAKO, CPElCTB
3aLIUTHI 1J1 TOJO0OHBIX YCTPOUCTB MOKA OYE€Hb MaJo.

TecTupoBaHME U MTOMCK YI3BUMOCTEW B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak s [1IK, To xe
camoe KacaeTcss 1 MOOUJIbHBIX MPUIIOKEHUA.

CoBpeMeHHBIEe MOOMIIbHBIE Opay3epbl yXKe MPaKTUYEeCKN JTOTHAJIM HACTONBHBIC aHAJIOTH, OHAKO
pacupenue QpyHKIMOHAaA BIIeUeT 3a cO00M OOMBIIYIO CI0KHOCTD M MEHBIIYIO 3alIMIIICHHOCTb.

Jlaieko He BCE TMPOW3BOMUTENN BBHIMYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUUYECKUE
YS3BUMOCTH JIJISl CBOUX YCTPONCTB.

OcHOBHBIE COBETHI 151 0€30IaCHOCTH MOOMIIBHOTO TeneoHa:

1. Huyero He sBIsSeTCS MO-HAcTosmEeMy OecruiaTHbIM. Bynb ocTopokeH, Beab Korma Tede
npearaloT OeclIaTHBII KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIaTHBIE
YCIIYTH;

2. Jymaii, npexzae 4em otnpaBuTh SMS, ¢hoto uimu Buaeo. Thl TOUYHO 3HACIIb, TNI€ OHU
Oy1yT B KOHEUHOM UTOrEe?

3. Heo0Oxomumo 0OHOBIISATH ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapTQoOHa;
4. Hcnonp3yit aHTUBUPYCHBIE POTPAMMBI 11 MOOMITBHBIX TEJIe(hDOHOB;
5. He 3arpyxail npujiokeHUss OT HEU3BECTHOTO HMCTOYHHKA, BEIb OHU MOTYT COJEpXkaTh

BPEIOHOCHOE TIPOTPaMMHOE 00ECTICUCHHE;

6. Ilocme Toro kak Thl BBIAACHIL C CaiTa, TJAE BBOAWJ JUYHYIO HH(POpPMAIIUIO, 3alId B
HacTpoWKH Opaysepa u ypanu cookies;

7. llepuogmyecku mpoBepsiid KaKUe TJIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

8. JlaBaii cBOil HOMEp MOOMIILHOTO Tele(OoHa TOJIBKO JIIOASAM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSIEILIb;

9. Bluetooth gomkeH OBITH BBIKIIOUEH, KOTJa ThI UM HE MoJib3yelbes. He 3a0biBait nHOTHA
IIPOBEPATH 3TO.

Online urpsi

COBpeMeHHBIe OHJIaI>'IH-I/IFpBI — OTO KPAaCOYHBLIC, 3aXBAThIBAIOIIUC PA3BJICUCHUS, O6I>GI[I/IH}IIOH_II/IC



COTHH THICSY YEJIOBEK MO BceMy MHpPY. IrpOoKH HCCIIeAyIOT JaHHBIM UM MUp, OOIIAIOTCS APYT C
JPYrOM, BBIIOJHSIOT 33JaHusA, CPAKAIOTCS C MOHCTPAMM U MOJIYYarOT ONBIT. 34 YAOBOJBCTBHE
OHU TUIATAT: OKYMAIOT AUCK, OTJIAYMBAIOT ADOHEMEHT UJIH MIPHOOPETAIOT KaKKe-TO OMIIHH.

Bce atu cpenctsa uiayT Ha MOAAEpKAHWE U PAa3BUTHE UTPHI, a TaK)KE HA caMy 0€30MacHOCTH:
COBEPILIEHCTBYIOTCA CHCTEMBbl aBTOPH3ALMM, BBITYCKAIOTCSI HOBbIE HaT4yM (LU(POBBIE 3aIIaTKU
JUISl IPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTHU CEPBEPOB.

B HO,I[O6HBIX HUrpax CTOUT oOIlacarbCd HE CTOJIBKO CBOMX COIICPHUKOB, CKOJIBKO KpaXXH TBOCTO
apoJisd, Ha KOTOPpOM OCHOBAHA CUCTECMa aBTOpU3alluU OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI 110 0€30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu apyroit urpok Bener cedst IIoxo UM co3faeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH ero
B CIIUCKE UT'POKOB;

[loxkanylics aqMUHUCTpAaTOpaM UIPbl Ha IUIOXOE MOBEACHHUE 3TOTO0 MIPOKA, JKEJIATEIBHO
IIPWIOKUTH KaKHAE-TO JOKA3aTeNbCTBA B BUJIE CKPUHOB;

He yka3spiBaii muuHyio HHGOpMAIUio B npodaiiie urpsl;

YBaxkail Apyrux y4aCTHUKOB IO UTPE;

He ycranaBnuBaii HeouiinaabHbIe TATYU ¥ MOJIBI;

Hcnonb3yii clIoKHBIE U pa3HbIE MAPOIIH;

Jaxe BO BpeMs UIPbl HE CTOUT OTKIIOYarh aHTUBUpYC. Iloka Tl urpaems, TBOU
KOMITBIOTEP MOT'YT 3apa3uTh.
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NowvkEwWw

@OUIIUHT WA Kpaika JUYHBIX JaHHbIX

OObIuHOM Kpaskell JIeHeT M JOKYMEHTOB CErOJHs YK€ HMKOro He yauBHfillb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUN  3JIOYMBILUICHHUKH IEPEMECTHINCh B HHTEPHET, M MPOAOJIKAIOT
3aHUMATHCS «JTFOOUMBIMY JICIIOM.

Tak mosiBUIIach HOBasl yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (DUIIHHT, TJIaBHAsI 1IENTb KOTOPOTO
COCTOUT B TMOJNyYEeHUU KOHPUIACHIIMAIBHBIX JTaHHBIX MMOJIb30BaTeNIeld — JIOTUHOB U maponeil. Ha
aHTIuicKoM si3bike phishing untaercs xak ¢ummar (ot fishing — peiObnas noBms, password —
1aposib).

OcCHOBHBIE COBETHI IO OOPHOE € (PUIIUHTOM:

1. Crnenu 3a cBoMM akkayHTOM. Eciu ThI mojj03peBaelib, YTO TBOS aHKeTa Oblila B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKUPOBATH €€ U COOOIINUTh aJJMHHUCTPATOPAM pecypca 00 3TOM Kak
MOJKHO CKOpEE;

2. HWcnonp3yii Oe3omacHble BeO-CalThl, B TOM YHWCJE, UHTEPHET-Mara3uHOB U MOMCKOBBIX
CHUCTEM;

3. Hcnonb3yil crnoxHble M pas3Hble maponu. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
3JI0yMBIIUICHHUKH MOJyYaT JOCTYI TOJBKO K OJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecnu Tebs B3aOMalu, TO HEOOXOAMMO IMpPEIYNpPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE

no0aBiieHbl y T€0s B APY3bsIX, O TOM, YTO Te€Os B3JIOMAJIU U, BO3SMOXKHO, OT TBOETO UMEHHU

OyZIeT pacchbUIaThCs ClIaM U CChUIKM Ha (DUILNHIOBBIE CANUTBI;

Ycranosu HagexHbIH mapoib (PIN) Ha MoOMIIBHBIN TenedoH;

OTxroun coxpaHeHue napois B Opaysepe;

7. He otkpbiBaii ¢aiiiel 1 Apyrue BIOKEHHUS B MHCbMaX Ja)e €CJIM OHU MPUIIUIA OT TBOUX
npyseit. Jlydre yrounu y HUX, OTIPABIISUIN JTM OHU TeOe 3TH (ailiibl;

SN

Hudposas penyranus



Hudposas pemyramusi - 3TO HEraTMBHAs WM TO3UTHUBHAS WHGOpMalus B ceTd O Teoe.
Komnpomerupyromas uHpopmaius pa3sMelleHHass B MHTEPHETE MOXKET CEpbe3HbIM 00pa3zoM
OTPAa3UThCS HAa TBOEH PEAJIbHOU JKU3HHU.

«u¢posas pemyranus» - 3T0 TBOI UMUK, KOTOPBIH GopMmupyerca n3 uadopmanuu o tedbe B
MHTEPHETE.

TBOe MeCTO JKUTENbCTBa, y4eObl, TBOE€ (MHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorre TOIPOCTKU JIETKOMBICJICHHO OTHOCSTCS K MyOJUKAMM JUYHOW HWHGOpPMaluu B
HuTepHere, HE MOHKMMAas BO3MOXKHBIX MOCHEACTBUM. ThI Ja)ke HE CMOXKEIIb J0raJarbCsi O TOM,
yTo (poTorpadus, pazMelieHHas 5 JIeT Ha3a/, cTaja IPUYUHON OTKa3a MPUHATH TeOsl Ha padoTy.

KommenTtapuu, pasMerienue TBoux (ororpaduii 1 qpyriue ASUCTBUS MOTYT HE MCUE3HYThH Jaxe
MOCJIe TOTO, KaK Thl UX yAalulib. Thl HE 3HAEUIb, KTO COXPAHUJ 3Ty MH(OpMaIHIO, Tomnaja Jiu
OHa B IIOMCKOBBIE CHCTEMBbl M COXpaHWJAch JM OHA, a I[JaBHOE: 4YTO IOAYMAalT O Tebe
OKpYXaloIlee JIFOM, KOTOpble HAAYT M YBUIAT 3To. HaliTm mHOpMaMio MHOTO JIET CIyCTs
CMOXET JII00OW — Kak M3 J0OpbIX MOOYKICHHH, TaK U C HAMEPEHHEM NPUYUHUTH Bpea. ITO
MOJXKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3alTUTe ITUGPOBOM permyTaIuu:

1. Tlomymaii, mpexae 49eM UYTO-TO MyOJIMKOBaTh W TIepeaaBarh y ceOs B Onore wid B
COIMAILHOM CETH;

2. B nHacrpoiikax mpoduis YCTaHOBH OTPAaHUYCHHS HA MPOCMOTP TBOETO MPOPUISI U €ro
COZIEP’KUMOT0, CHIEJIAl €r0 TOJIBKO «IJISl APY3€il»;

3. He pa3meniaii 1 He yka3bIBail HHPOPMAIIHIO, KOTOPasi MOXKET KOTO-TH00 OCKOPOIATH HITH
0o0MXKarhb.

ABTOpCKOe NPaBo

CoBpeMeHHbBIE IIKOJBHUKH — AaKTUBHBIC IMOJB30BaTeNM IU(PPOBOro mpocTtpaHcTBa. OmHaKo
JAJIEKO HE BCE 3HAIOT, YTO MOJH30BAHUE MHOTHMHU BO3MOXKHOCTSMHU IHU(PPOBOrO Mupa Tpedyer
cOOTIOICHNS TIPAB HA MHTEIJIEKTYAJIbHYIO COOCTBEHHOCTb.

TepMI/IH CUHTCIIJICKTYaJIbHaA COGCTBGHHOCTB» OTHOCHUTCA K Pa3IMYIHbBIM TBOPCHUSAM
YEJIOBEYECKOTO yMa, HauMHasi ¢ HOBBIX M300pPETCHUH M 3HAKOB, 0003HAYAIONMINX COOCTBEHHOCTH
Ha TPONYKTHI W YCIYTM , M 3aKaHuMBas KHHUramu, ¢ororpadusiMu, KUHOPUIBMAMU H
MY3bIKQIbHBIMUA TTPOU3BEICHUSMH.

ABTOpCKHE TIpaBa — ATO MpaBa Ha UHTEIIEKTYalbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEPaTyphbl U UCKYCCTBA.

ABTOpCKHE TpaBa BHICTYMAIOT B Ka4e€CTBE FapaHTUU TOTO, YTO MHTEIUIEKTYaJIbHBIH/TBOPUYECKUN
TpyAd aBTopa He OylIeT HampacHbIM, JacT €My CIIpaBeUIMBbIe BO3MOXKHOCTH 3apaboTaTh Ha
pe3yJibTaTax CBOEro TpyAa, MOIYYUTh U3BECTHOCTh U ITPU3HAHHUE.

Huxkro 6e3 paspernieHust aBTopa HE MOXKET BOCIPOU3BOIHUTD €ro MPOU3BEICHHUE, PACIPOCTPAHSTD,
nyOJMYHO JIEMOHCTPUPOBaTh, MPOAABATh, HMIIOPTUPOBATh, IyCKaThb B IPOKaT, IyOJIUYHO
UCTIOJIHATE, TOKa3bIBaTh/UCIIONHATH B dpHUpe WU pazmeniars B lHTepHere.

Hcnonb3oBaHue «IHPATCKOTO» IMPOTPAMMHOIO OOECIIEUCHHST MOXET MPUBECTH K MHOTHM
pUCKaM: OT TOTEpPH AAHHBIX K TBOMM aKKayHTaM N0 OJIOKMPOBKH TBOETO YCTPOMCTBA, I/
YCTaHOBJICHHBIN He JeraipHas mnporpamma. He crout Ttaxke 3a0bIBaTh, YTO CYIIECTBYET
JerajgbHble U OecIIaTHbIE IPOTrPaMMBbl, KOTOPbIE MOXKHO HAaWTH B CETH.

O noprane



CereBuuoK.p(p — TBOH TNIaBHBIN COBETUYHK B CETH. 37IECh Thl MOXKEIIb y3HATh O O€30MaCHOCTH B
CEeTH TIOHATHBIM W JOCTYIIHBIM S3BIKOM, a TPH BO3HUKHOBCHHH KPUTHYECKOW CHUTYaIluu
00paTUTbCA 32 COBETOM. A TaKXe NMPUHATH y4yacTHE B KOHKYpCax M CTaTb CaMbIM LU(POBBIM
rpak iaHuHOM!
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